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Your Data Migration  
Risk Assessment Template

Issue Considerations Notes

Location of data Where are you migrating from?

Type of data being migrated What type of data is being  
moved from the location?

Data Filtered
Are you moving all the data? Some of the data? 
The last 7 years’ worth of data? Only data from 
active users? Only data of legal interest?

Out of Band Requirements

Atypical requests unique to your organization 
– for example, the migration can only run 
at certain times of day, or you have multiple 
geographic locations.

Frequency of managing,  
monitoring and reporting

What cadence do you need to hit to keep on  
top of the project, how will this be achieved,  
and who will be responsible?

By Jason Jacobo, Product Owner of Quadrotech Archive Shuttle

Virtually all business projects come with inherent risk, but 
data migration poses a vast web of complex challenges that 
can make or break your organization’s digital transformation– 
causing delays, unnecessary expenditure, and a slew of 
helpdesk requests.

The difference between success or failure often hinges on risk 
management, so before embarking on your journey, it’s crucial to 
understand which areas of data migration are most precarious.

In this guide, we’ll outline the key questions to ask ahead of 
time, allowing you to perform a thorough data migration risk 
assessment that will flag-up potential bumps in the road, helping 
to ensure a smooth transition as you upgrade your IT ecosystem.

Listed below are the major points you need to consider when 
planning your migration project, and analyzing each one will 
help determine how much of a threat they are to overall success.

SCOPE CLARITY 

Ambiguity is a huge stumbling block that frequently derails data 
migration projects, so it’s imperative to set clear, definitive goals 
from the outset. It’s easy to assume you have a simple, single 
objective in mind – for example, migrate email to Office 365, 
and start mapping your journey from A to B.

But what about those archive journals and PST files? Do 
they need moving as well? Is there a danger your users will 
lose access to their data? Does this need to be addressed? 
Do we need to communicate to the users? If so, what, how 
frequently, and when?

Suddenly your proposal becomes all the more intricate, with 
‘scope creep’ throwing your timelines and budget off course. it’s 
crucial to ensure all parties are on the same page, confident in 
the exact parameters of what is and what isn’t being moved.

Here’s what you need to clarify: 

https://www.quadrotech-it.com/archive-shuttle/
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Issue Considerations Notes

Integrity Is data missing? Has something  
in the source caused data loss? 

Usability and performance

Are there any issues with retrieving items?  
A migration project will put the system under 
pressure, so it’s important to consider how  
this will affect usability.

Scale

How much data is moving? Are you moving  
< 1TB for 42 users, a journal archive with 172TB 
of content, or perhaps all data for all users – 
past, present, and undefined?

Where ‘in-scope’ data travels

You need to understand the path your data is 
taking. Poor network latency between links, 
or constraints between output and throughput 
must be accounted for.

Geographic distribution

Enterprise organizations can have multiple 
offices, perhaps internationally, and their source 
environment (such as Enterprise Vault stores) 
may be spread throughout. Understanding all 
components of the source will help you design 
a more effective target environment, potentially 
helping to reduce overhead at the same time.

Resource ownership

Who owns the source resources you will be 
‘touching’ in your migration? Consider deeper 
than the system you’re interfacing with and 
consider all the dependencies of that system. 
What process is needed when an issue 
impacting your migration is believed to be 
rooted in those resources?

Resource expertise

Who are the ‘experts’ of your source system(s), 
how do you get help when you need it, and (if 
unfortunately needed) what are the means of 
escalation if you’re not getting the attention  
you need from them?

Here are the main areas you need to get a grip on:

UNDERSTANDING THE SOURCE

There are multiple reasons why people take on data migration projects, and while the target will be clearly defined, it can be all too 
easy to overlook the source.

Understanding the infrastructure, scale and integrity of the source – reviewing its strengths and weaknesses – will help to architect a 
better solution to ensure a successful migration.
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Issue Considerations Notes

Size constraints
Is sufficient storage available? Have you 
configured all sizing considerations?  
Disk, SQL, Backup, replica?

User experience

Are there any known issues that  
could impact the end-users? What is 
their tolerance? Is communication to 
them needed? If so, how frequently  
and what content?

Performance

Is speed an issue? Depending on the cause, 
you may have a drastic impact on your users. 
Perhaps the environment is not well suited to 
the anticipated size, or perhaps the end- 
points are already busy, and using them for a 
large data migration could make them seem 
unavailable periodically. It’s crucial to ensure 
everything is running smoothly before 
starting a migration.

Scalability

Can the target accommodate the expanded  
use of the system or is additional environmental 
scaling needed to support the post-migration  
user base and usage?

Geographic distribution

Where will the data be stored? Do regional 
regulations (like GDPR) require you to separate 
your data into different regional data centers? 
How can the geographical needs of your project 
be used as a benefit in your migration?

Resource ownership

Who owns the target resources you will be 
‘touching’ in your migration? Consider deeper 
than the system you are interfacing with and 
consider all the dependencies of that system. 
What process is needed when an issue 
impacting your migration is believed to  
be rooted in those resources?

Resource expertise

Who are the ‘experts’, how do you get help 
when you need it, and (if unfortunately needed) 
what are the means of escalation if you’re not 
getting the attention you need from them?

It’s important to consider the following:

UNDERSTANDING THE TARGET

Ensuring your target is properly configured, scaled and sized to accommodate a migration can help you to avoid errors, unnecessary 
failures and negative user experiences.
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Issue Considerations Notes

Source resources

Generally considered the core resources of a 
source system, these would include the direct 
machine-related resources (such as RAM, CPU, 
and Disk) as well as the software and operating 
system utilizing those resources. Source  
dependencies would also be up for considera-
tion here. These would include SQL servers, file 
servers, Exchange servers, or any other resource 
the source solution you’re seeking to migrate 
touches to make it do what it does.

Intermediary environment

These would be all the dependencies of 
the solution you’re using to facilitate your 
migration. Perhaps this is just your workstation 
and a PowerShell script. There are many 
dependencies that a migration has revolving 
around the ecosystem it’s taking place in, and 
consideration of the components making up 
a migration solution are part of it. Are your file 
servers up to scratch? Do you have any issues 
with SQL performance? Is your network highly 
utilized? Again, you have to have a firm grasp  
on your network path, the storage solution of 
your staging area, and any dependencies of 
your migration product.

Target resources

Similar to source resources, this is all the 
dependencies of the targeted system of a 
migration. Depending on what you’re moving 
and where you’re moving to will depend on 
how many there are and whether you have the 
control to manage them or if they’re managed by 
a provider, as in migrations to Exchange Online.

Resource ownership

Now that you have identified all the resources  
in play for your migration, you need to con- 
sider who owns them and who needs to  
be communicated to in the event of an issue 
 that implies those resources may be at fault.

Resource expertise

Commonly (but not always) resource experts are 
close to the owners. Know the experts in the 
areas you’re working within so that if something 
goes wrong you can ensure the correct people 
are working to fix it as promptly as possible.

Make sure you have clarity on:

UNDERSTANDING THE ENVIRONMENT

Reviewing all points where the data of a migration will traverse through will help to pinpoint challenges or areas of architectural interest.
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Issue Considerations Notes

Source health

Is it slow, struggling, not maintained? What 
challenges are there in the source and how  
do you expect those issues to impact  
your migration?

Computational resources

Do you have all the hardware,  
software, computers, servers, and disks  
to accomplish what you’re seeking in  
the timeline desired?

Staffing expertise Do you have the requisite in-house  
skills to handle the migration?

User tolerance to issues

How are users likely to react to unfore- 
seen problems? Identify stakeholders that  
need assurances and communicate with  
them accordingly.

Special considerations Ensure you have clarity on atypical requests  
and an agreed-upon process to deal with them.

Network utilization

Is the network within the source, through the 
migration pathway, and into the target moderately 
to highly utilized? Is it large enough? How will 
identified constraints impact your migration?

Target robustness

Do you have all the space you need to 
accommodate what you need to migrate? Is the 
solution scaled for the anticipated increased use? 
Can you handle all the migrated data once it’s 
migrated and being leveraged? Projects can stall 
for months if you don’t factor in space and budget.

Reviewing each of these points will put you in a better position for a successful migration:

COLLECTION AND COMPREHENSION OF CONSTRAINTS

Having a holistic view of a project’s constraints can help minimize their overall impact.
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Issue Considerations Notes

Holistic monitoring

Do you have a clearly defined process to 
regularly track the whole migration and its 
progress? How often will you be checking?  
Who needs this information? How tolerant  
are you to ‘down-time’ in your migration?

Knowing where to look  
and what to watch

Is your team familiar enough with the entire 
workflow to be able to identify points of failure 
or contention? Do they know where contention 
may exist and how to identify it?

Defining normal operations

How will you know what ‘good’ looks like?  
How many items per day do you anticipate 
migrating? How much volume per day? If  
you miss this target, how long will it be  
before more actions are required?

Identifying anomalous behavior

When something is ‘not right’, how will you 
identify actionable steps to make it ‘right’ again? 
How will you monitor to identify these issues? 
How will you know when an issue turns from 
anomalous to pursuable?

ABILITY TO MONITOR AND MANAGE

It’s crucial to be able to pull regular metrics to determine progress (or lack thereof), who is impacted, and the status and performance 
of your data migration.

Can you dedicate staff hours for the duration of the project? Who will train them to be successful? Do you need external expertise to 
successfully manage the migration plan to completion?

This risk is commonly overlooked and highly impactful in my opinion. The basic question is, “Does your team have the time 
and expertise to be dedicated to pulling this project off for the duration of the migration, and if not, should you train them to 
sufficiently do this?”

Migrations take time, persistence, dedication and a small truckload of expertise to run smoothly. Most organizations go through the 
migration of important data sets a limited number of times, and the expertise to perform one is commonly gained from experience. 
Commonly, organizational experts that could pull off such a project are valued members of an organization that can add more value 
doing less tedious work.

Keeping a migration running daily is an important requirement if you’re going to meet your milestones. This can require dedicated 
experts for periodic checks multiple times a day. Issues identified have to be qualified into actionable remediation steps to resolve 
them. Who in the project team is going to assume this responsibility? Do they really have the time to sufficiently manage it? Can you 
risk regular multiple day outages in your migration due to infrequent monitoring?

Migrations take time, persistence, 
dedication and a small truckload 
of expertise to run smoothly.
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Consider the human element and 
identify communication groups

Individuals react differently to change; some will 
require an email to explain expectations, others 
may require a more personalized approach.

Maintain a communication plan,  
and automate communication 
wherever possible

Map out what and when you’ll be  
communicating to users to ensure  
you alleviate helpdesk burden. 
See: Office 365 Migration: End 
user communication templates

Divergence communication Ensure all messaging is  
unified to avoid confusion

Address identified ambiguity Consider setting up an  
FAQ page on SharePoint

COMMUNICATION

Communication is key to any successful transition. Frequent, consistent, clear communication at appropriate times and to the 
appropriate people will make a notable impact on the outcome of your data migration project.

Without adequate communication, your timelines can be thrown wildly off-track; projects can be postponed if there’s a substantial 
impact on helpdesk volume, meaning you’ll have to re-evaluate processes to find a better way of doing things. Such unexpected 
risks can be deal-breakers. Dedicating time to the planning phase and understanding the potential risks of a migration is akin to 
capturing the “Gotchas!” before they smack you in the face. And they’ll do exactly that if you don’t catch them upfront. If you’re 
embarking on a data migration risk assessment and would like more information on our managed migration services, please 
visit quadrotech-it.com and contact us to discuss your project.

EMAIL ARCHIVE, JOURNAL DATA, PST FILE AND TENANT MIGRATIONS

Our bespoke migration services allow large organizations to centralize legacy email data in Microsoft 365. Seamlessly transfer email 
archives, journal data and PST files on a 'fixed cost, fixed outcome' basis, ensuring a fast, reliable migration with zero risk. 

 
SAVED THE DAY 

“Each part of the process was handled by friendly, professional and competent people. Our migration was complex and took 
quite some time. I never felt that the project was in jeopardy because of the team behind the product.” –Ryan D, Microsoft Cloud 
Solution Architect

 
MADE A POTENTIALLY VERY COMPLEX MIGRATION SIMPLE

“Quadrotech's products are designed by people who clearly understand the technology and the challenges faced when migrating 
from on-premises Exchange and Enterprise Vault to Office 365.” –Russell S, Lead Solutions Consultant Microsoft Solutions

Read more Quadrotech reviews at G2.com.

https://www.quadrotech-it.com/blog/office-365-migration-end-user-communication-templates/
https://www.quadrotech-it.com/blog/office-365-migration-end-user-communication-templates/
https://www.quadrotech-it.com/
https://www.g2.com/products/quadrotech-quadrotech/reviews
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ABOUT QUEST

Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT landscape. From 
database and systems management, to Active Directory and Office 365 management, and cyber security resilience, Quest helps 
customers solve their next IT challenge now. Around the globe, more than 130,000 companies and 95% of the Fortune 500 count on 
Quest to deliver proactive management and monitoring for the next enterprise initiative, find the next solution for complex Microsoft 
challenges and stay ahead of the next threat. Quest Software. Where next meets now. 
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